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IHos0xeHne 0 KOMUCCUH N0 KaaccuPpurkanuu UHGOPMALMOHHBIX CHCTEM
NMEePCOHATbHBIX TAHHBIX.
1. IlpoBenenue odcae0BaAHNS
1.1. Ha srtane o6cnenoBanus uHPopManmoHHbIX cucTeM [I/[H BBIMONHAIOTCA ClEayOIINe
paboTHI:

e (dopmupyercs nepeuenb [1/[H, WHDOPMALMOHHBIX CHUCTEM U TEXHUYECKHX CPEICTB,
UCTIOJIB3YEMBIX JUISI UX 00paboTKH;

®  OmpenensIoTCs MOApa3IeieHHs U COTPYIHUKH, oOpabaTteiBatomue [1/1H;

e onpeaenstorcs kareropuu [1J1H;

e pazpabarbiBaeTcsl OomucaHue OOBEKTa 3alIMThI, BKJIIOYAs COCTaB M XapaKTEPUCTUKU
CpencTB 00pabOTKH JTAHHBIX

® TIPOBOJUTCS MpeaBapuTeNbHas Kiaccupukamms HHPopMaMoHHbIX cucteM [1][H;

e B coorBerctBuu ¢ pexkomeHpammsMu PCTIK Poccum u (umu) OChb  Poccum

ONPEACISIIOTCS U YTOYHSIOTCS THUIIOBBIE MOJEIM YIPO3 U COOTBETCTBYIOIIUME WM
TUTIOBBIE TpeOOBaHMsI K cucTeMam 3aiuThl [1][H;

® OCYHICCTBJIACTCA OLICHKA H606XOI[I/IMBIX MepOHpI/IHTI/Iﬁ U 3aTpaTrT II0 IPUBCIACHUIO
I/IH(1)OpMaI_II/IOHHBIX CHUCTEM HIIH B COOTBCTCTBHUC C ITPCABABISACMBIMHA Tpe6OBaHI/I$IMI/I.

1.2. Pesynpratamu paboT Ha dTare 00CIeI0BaHUs SIBIISTFOTCS:
e nepeueHb u kareropuu [1/1H,
® rmepedyHd HH(POPMAIMOHHBIX CHCTEM M TEXHUYECKHX CPEICTB, HUCIOIb3YEMBIX IS
ob6paboTtku [1JIH n aHaM3 UX COCTOSTHUS,
® COCTaB MMEIOIIUXCS B HATMYUH Mep U cpeacTB 3amuThl [1/1H;
® [oApa3JeNeHus U COTPYIHUKHU, oOpabaTeiBatomue [1/1H;

® qpenBapuTeIbHasA- KiaccupuKanus HHOOPMAIMOHHBIX cucTeM, oOpabareiBaromux [/
Ha TumoBkIe (1 - 4 KJ1acCOB) M CTICIIMAIBHBIC;

® omnmcaHue 0OBEKTOB 3aAIUATHI
® YTOYHEHHBIE TUIIOBBIE MOJIEIH YIpo3 U TpeOoBaHMs K cucTeMam 3amuTsl [1/]H;

® OIICHKa HEOOXOJIMMBIX MEPONPHUITHH M 3aTpaT IO MPHUBEICHHIO WH(POPMAIMOHHBIX
cucteM [1/IH B COOTBETCTBUE C MPEIBIBIIEMbIMU TPEOOBAHHUSIMH.

1.3. Ecmu 3aTtpaTbl BpeMEHM U CPEACTB Ha TNpHUBEACHUE WHOOPMAIMOHHBIX CHCTEM

nepconanbHbiX AaHHBIX (MCIIJIH) B COOTBETCTBHE C TPEABABISEMBIMH TPEOOBAHUSAMHU

OK@KYTCSl CJIMIIKOM BBICOKHMH, TO CIIEAYET OICHHTh BO3MOXKHOCTh OOC3IIMYMBAHHS WIIH

IIOHM>KXCHHS KJIaCCOB I/IH(bOpMaI_II/IOHHLIX CUCTCM U IIPOBCCTHU HeO6XOZ[I/IMBIe paGOTBI IMOBTOPHO.

14. HaubGonee »>ddextuBHbiM crnocobom mnpuBenenutro HWCIIIn B cooTBeTcTBHE C
MpeIbsIBISIEMbIMA  TpeOOBaHUSIMU  sBIsieTCsT uX  oOesnuuuBaHue. OHO  MO3BOJSET
knaccudumupoBare WCII[IlH mo wHm3memy kinaccy K4 u  caMOCTOSITENIBHO OIPEACIUTH
HEO0OXOIUMOCTh U CIIOCOOBI MX 3aIIHUTHI.



1.5. Ecnu o6e3nnunBaHuE HEBO3MOXKHO, TO TOHU3HTH TPEOOBAHMS TO 3AIIUTE MEPCOHATBHBIX
JaHHBIX MOXKHO myTeMm cermeHtupoBanust WCIIJIH, OTKIIOYEHHS OT CeTeil OOIIero MOJIb30BaHUS,
obecnieuenuss oomena mexay MCII/IH ¢ moMOmbI0 CMEHHBIX HOCHUTENCH, CO3MaHHMS aBTOHOMHBIX
UCII/Ix Ha BeIACIeHHBIX APM.

1.6. [Tocite onpeseneHus crioco00B MOHKESHUS TPEOOBAHUH 110 3aIUTE MIEPCOHATBHBIX JAHHBIX U
HEeoOX0UMOro MOBTOpHOro oOcienoBaHusi odopmisitorcs akThl  kiaccuukamun  UCIIIH,
OCYIIECTBIISIOTCS] ONPEACIICHHEe W aHaJu3 TUIIOBBIX MOJIeNeH yrpo3 W TpeOOBaHWM, OMpeencHue
HEOOXOAUMBIX Mep M cpeiacTB 3ammThl [IJ[H, a Takke BHYTPEHHHUX HOPMATHUBHBIX JOKYMEHTOB,
perIaMeHTHPYIOMIUX TOPSI0K 00padoTKu U 3amuThl [1J[H.

1.7. 3aBepmaeTrcs mpeanpoekTHas crtaaus ¢opMmupoBaHueM Ilnana BeIMoOgHEHUs pPabOT MO
00€eCIIeueHHIO 3aITUThI IEPCOHAIBHBIX TAHHBIX.

1.8. IlpennpoexkTHas CTagusi SBISACTCS BAaXKHEHIIMM 3TalioM paboT MO 00ECIeUEHUIO 3alUThI
MePCOHANIBHBIX JIaHHBIX, BO MHOTOM ONPEICISIOMNUM COCTaB U 3(P(HEKTUBHOCTh peaTu3ariu
MEpOMPHUATHIA 1 HeoOXoauMbIe 3aTpaThl. [I03TOMYy Ha JaHHOM ATarme 1en1eco00pa3HO MPUBIEKATh IS
aHalM3a pe3yJbTaToB OOCIEIOBaHHMS W KOHCYIbTallMi CHEUAIUCTOB B 00JAacTH  3aIIUTHI
MEPCOHAJIbHBIX IAHHBIX.

2. Knaccudpukauusi HMHPOPMALNMOHHBIX CHCTEM IMEPCOHAJIBHBIX /JAAHHBIX M OIpe/eJIeHne
AKTYyaJbHBIX YTPO3 UX 0€30MACHOCTH

Jlna npoeedenusn knaccugpukayuu UCI/In, onpedenenun kamezopuit nepcoHaIbHbIX OAHHBIX
U IKCHEPMHOU OUEHKU y2po3 ux 0e30nacHoCmu uenecoodpasHo copmupoeams KOMUCCUIO C
npuenevyeHuem CReyualiucmos ¢ 00aacmu UHGOPMAYUOHHOU 0e30nACHOCmU, 6 MOM Yucie no
3augume 20cy0apCcmeern ol MaliHbl.

Ilepeuenvy munoevix HCII/In onpeodenen npuxazom @OCTIK Poccuu, ®CH Poccuu,
Munungpopmceazu Poccuu om 13 ¢pespana 2008 2. Ne 55/86/20 "O6 ymeepwcoenuu Ilopaoka
npogedeHus Knaccuukayuu uHGHOpMayuoHHbIX Cucmem RePCOHATbHBIX danHbix» hitp://www .pd.
rsoc. ru/low.

2.1. Knaccudukarmus VCIIJIH ocymecTBIsSI€TCS B 3A8UCUMOCHIU OM KATETOPUH TIEPCOHATBHBIX
nauubix (I1/1H), He codeparcawux ceedenus, OMHOCAMUECA K 20CYOAPCMECHHON MAIHe:

o kamezopusa 1 - T1/ln, xacarommuecs pacoBOW, HAIIMOHAIBHON MPUHAICKHOCTH,
MOJUTUYECKUX B3IVISJIOB, PEIUTMO3HBIX U (UIOCO(OCKUX YOEKAECHUH, COCTOSHUS
3I0pOBbsl, ”THTUMHOM >KU3HY;

o kamezopusa 2 - IIJlH, mo3BONfgIONIME HIECHTU(DUIUPOBATH CYOBEKTa IEPCOHAIBHBIX
JaHHBIX M TIOJYyYUTh O HEM JOIMOJHHUTEIbHYI0 HH(OpManuio, 3a uckiodeHueM [1J1H,
OTHOCSIIIIUXCS K KaTeropu 1;

o kamezcopus 3 - I1JIH, mo3BossifolIME HIEHTUPUIUPOBATH CyOBEKTa MEPCOHAIbHBIX
JTAHHBIX;

e Kamezopusn 4 - o6e3nYeHHBIC U (WJIN) OOIIETOCTYITHBIC IEPCOHATBHBIC JAHHBIE.

Ilenecoobpaszno omoenvno onpeodenamev kamezopuu II/[n, oopadamwvieaemvix ¢ HCI/[n ¢
INEKMPOHHOM U 6 OymaxrcHom euode. B nocneonem ciayuae cnedyem pykoeoocmeosamuvcs
nocmanoenenuem Ilpasumensvcmea Poccuiickoit @edepayuu om 15 cenmaopa 2008 2. N 687.

2.2. Tunogvie UCII/In, nns KOTOPBIX HapyIICHUE 3aJaHHOM XapaKTEPUCTHKU O€30IacHOCTU
MEPCOHANBHBIX JaHHBIX, 00pabaThIBaEMBIX B HHUX, MOXKET MPHUBECTH K 3HAYUTEIHHBIM HETAaTHBHBIM
MOCTIEACTBHSIM ISl CyOBEKTOB MEPCOHATBHBIX JAHHBIX, OTHOCATCS K Kimaccy 1 (K1), - k HeraTuBHBIM
nocnencTBusM - k kiaccy 2 (K2), k nesnauumenvnvim HEeraTUBHBIM nOCIEOCMEUAM - K Kiaccy 3
(K3), st cyOBeKTOB NEpCOHANbHBIX JaHHBIX, He HPUEOOUmM K HETATUBHBIM HOC1€0CMEUAM ]IS
CyOBEKTOB NEPCOHAIBHBIX JIaHHBIX - K Kinaccy 4 (K4).

2.3. Kpome Toro, mpu Kiaccu(UKalMi YYIUTHIBAIOTCS O0BEM U TEPPUTOPHS OXBaTa CyOBEKTOB
MEePCOHANIbHBIX JaHHBIX B mopsake, npuBeaeHHOM B mnpukaze PCTIK Poccuu, ®CH Poccun,
Munundopmenszu Poccun ot 13 deBpans 2008 r. Ne 55/86/20.




Boiee B 00bemMe Ot B o0neme /i%)OO

KoaunyecTtBO cy0ObeKTOB 100 PD cyon 1000 oTpa |opraHa |[vynunum [opranu [1/1u
I1/In B cucTeme TBIC. cxta [0 CIH  [BNACTH |3 npHo- BALUN
KaTteropust T [T, [LLAH PD 100000 ro obpal
00padaThIBaeMbIX B [1/T1 3 OBAHMS
HJIEKTPOHHOM BH/I€
1. Pacosas, nanuoHnanbHas|1 kaace (K1) 1 kaacce (K1) 1 kaacce (K1)
[MPUHAIJICKHOCTD,
[MOJINTHYCCKUE  B3IJISIJIBI,
PEITUTHO3HBIC "
bunocopckue yoeKaeHus,
COCTOSIHHE 3JI0POBbBS,
MHTUMHAS JKHU3Hb

2. llo3Bomsromue uneHTH-|1 Kiaace (K1) 2 knacc (K2) 3 kaacc (K3)
(buUpoBaTh CyOBeKTa)
[MEPCOHAJIBHBIX JTAHHBIX U
[MOJIYYUTh O HEM JOTIOJHHU-
TEeJIbHYI0 HH(pOpMAIUIO, 33|
HCKJIIOYEHUEM 1T/,
OTHOCSIIUXCS K KaTerOpHH|
1
3. ITossonsromuel2 kracce (K2) 3 kaacc (K3) 3 kaace (K3)
HIEHTU(PUIIIPOBATH
CyObeKTa  IEPCOHAIBHBIX
TAaHHBIX

4. O6esnmumuennsie n (wm)d Krace (K4) 4 knace (K4) 4 knace (K4)
001IIeTOCTYITHBIC
[epPCOHAIBHBIC JIAHHBIC

2.4. HCIIl/In, oopabamuslearouiue obe3nuueHHble Ui 00ue0oCmynHole nepcoHalbHbvle OaHHbLE
Kknacca (kamezopuu 4) omnocamcesa k knaccy K4. B amom cnyuae ooazamenvnovie mpedosanus no
3awume I1/[n ne ycmanasnuearomcs.

2.5. llocmanoenenuem Ilpasumenvcmea Poccuiickoit @edepayuu om 17 noaopa 2007 2. Ne 781
"00 ymeepacoenuu Ilonosxcenus 06 odecneuenuu 6€30nacHOCMU NEPCOHATIbHBIX OAHHBIX NPU UX
00padomke 6 UHPOPMAYUOHHBIX CUCHEMAX NEPCOHATbHBIX OaHHBIX' onpedenenvl HeoOX00uMmble
Meponpuamua no 3aujume NEPCOHANbHBLIX OAHHBLIX. B HX 4UCIO BXOAST OINpEAeNeHUE YIpo3
0€30MacHOCTH MEPCOHANBHBIX ITaHHBIX MpPU UX 00paboTke, GOpPMUPOBAHHE HA UX OCHOBE MOJEIHU
yrpo3; pa3paboTka Ha OCHOBE MOJEIH YIPO3 CHUCTEMbl 3alllUThl TEPCOHATBHBIX JJIAHHBIX,
o0ecrneunBaroIIel HeUTpaIU3aIHio MPEANOIaraeMbIX YyIpo3 ¢ UCIOIh30BaHUEM METOJIOB U CIIOCOO0B
3alUThl  TEPCOHANBHBIX  JAaHHBIX, TMPEAYCMOTPEHHBIX [  COOTBETCTBYIONIETO  KJiacca
WH(GOPMAIIMOHHBIX CUCTEM, U IPYTHE MEPOIIPHUSITHSI.

2.6. Tlpu 00paboTKe NEpPCOHANBHBIX NAaHHBIX B WH(OPMAIMOHHOW CHCTEME JJOKHO OBITh
o0ecre4yeHo:

a) TPOBEJCHUE MEPONPUITHIA, HAMPABICHHBIX Ha MPEAOTBPAIIEHNE HECAHKIIMOHUPOBAHHOTO
JOCTyIa K MEePCOHAIBHBIM JaHHBIM W (WJIM) TIepefadd MX JIUIaM, He MMCIOIIMM IpaBa JOCTyIa K
Takoil MHGOPMAIUHU (npedicoe 8ce2o, pe2iameHmuposanue 00Cmyna COmpyoHuKo8 K obpabomke
NepCOHANILHBIX OAHHBIX, NAPOJILHAA U AHMUBUPYCHAS 3AWUMA);

0) cBoeBpeMeHHOe OOHapykeHHe (PaKTOB HECAHKIIMOHHPOBAHHOTO JOCTyNa K MEPCOHAIBHBIM
JaHHBIM  (npedcoe 6ce20, pelaMeHmUpo8anHue UCHONb308AHUL U  pe2ylapHoe 0OHOGIeHUe
AHMUBUPYCHBIX CPeOCms);

B) HeOonywjeHue BO3JCHCTBHS HA TEXHHYECKHE CpPEICTBA AaBTOMATH3UPOBAHHOW 00pabOTKU
MEPCOHANBHBIX JAHHBIX, B PE3yJIbTaTe KOTOPOTO MOXKET OBITh HapYyIIEHO WX (YHKIIMOHUPOBAHUE
(oxpana u peanamenmupo8arue UCNOIb308AHUSL MEXHUYECKUX CPeOCm8);



r) 603MOICHOCM b HE3aMeIJIUTETbHOTO BOCCTaHOBJICHUS MEePCOHATBHBIX TAHHBIX,
MOAU(DHUIIMPOBAHHBIX WU YHUYTOKCHHBIX BCIICJICTBHE HECAHKIIMOHUPOBAHHOTO JOCTYMa K HUM
(npeoicoe 6cezo, nymem XpaHeHusl pe3epeHbiX KONUL HA CbeMHBIX MAPKUPOBAHHBIX HOCUMENAX),

)  TOCTOSIHHBIM KOHTPOJh 3a OOECMEYEHHWEM YPOBHS 3alMIEHHOCTH TMEPCOHAIBHBIX TaHHBIX
(ocywecmensiemviii, 6 ocHogHom, aomunucmpamopamu UCI/[n u unvim nepconanom).

2.7. IIpu smom credyem umems 68udy, umo ¢ coomeemcmeuu ¢ PedepanvHvim 3aKoHoM om 27
urwian 2006 2. No 152-D3 «O nepconaibHblX OAHHBIX) OCHOBHBIM 00A3AMENbHBIM MPEdOBAHUEM K
HCII/In aenaemcsa obecneuenue Konguoenuyuanvhocmu. Eciu npaso docmyna cyovekma K c80um
NEePCOHANILHbIM OAHHBIM, UX U3MEHeHUs, ONOKUPOBAHUs UIU Om3bled Pedlu3yiomcs He Camum
cybvekmom Henocpeocmeenno, a nepcouanom MCIIJn npu obpawenuu unu no 3anpocy cybdvekma
UM e2o0 3aKOHHO20 npedcmasumelis, AUOO YNOIHOMOYEHHO20 Op2aHd No 3aujume npae cyOvbeKmos
nepconanvHuix dannwix, ecau 8 UCIIJn ne obpabamuiearomcs nepconanvhvie Oanuvie I kamezopuu u
He npedyCMOmMpeHO NPUHAMUE PeuleHUll, NOPOHCOAOWUX OPpUOULecKUue NoCIe0CmsUs 6 OMHOueHUU
CYObeKma NepCcoHANbHbIX OAHHBIX UNU UHBLIM 00pA30M 3AMPazusaouux e2o npasa U 3aKOHHbIe
uHmepecol HA OCHOBAHUU UCKTIOYUMENbHO ABMOMAMUUPOBAHHOU 00paAbOmMKU NepPCOHANbHBIX
OanHblX, Mo Opyeue mpebosanus (Kpome KOH@UOeHyuarbHocmu) menee Kpumuunsl. Tax, 6 ciyyae
8bIAGNEHUS HENPABOMEPHLIX OeUCMSEULl C NePCOHATbHbIMU OAHHLIMU OJIsl UX YCMPAHEHUs. 3aKOHOM
npeoyCMomperHo mpu pabouux OHs ¢ 0amvl MAKO20 BbIAGLEHUSL.

2.8. Cnedyem yuumvlieamsp, umo mpebOBanusi K 00pabomke NEPCOHANbHLIX OAHHLIX U K
obpabomke uHoOU KOHOUOECHYUATbHOU UHGOpMayuu (Hanpumep, KOMMEpPYecKOU MAlHbl) MOcym
pasnuuamoca. Ilpumenenue k o00pabomke nepcoHANbHBIX OAHHBIX NOJIOHCCHUW OOKYMEHMOE
(nanpumep, CTP-K), oeiicmeyoujux 0o écmynienusn ¢ cuny Dedepanvnozo 3akona om 27 uiona
2006 2. Ne 152-D3 «O nepconanvHvlX OAHHBLIX», €CAU IMU NOTNOHCEHUA 6 IMOM 3AKOHEe UU
nOCNE0YIOuUX NOO3AKOHHBIX AKMAX U3I0MHCEHbL UHAYE, I0PUOUYECKU HEKOPPEKMHO.

2.9. Ecnu cucmema ne modxycem 0blmb OMHECEHA K MUNOBOU, M0OOeNb y2P0O3 CHEUUANbHOU
uHpopmayuonnou cucmemul pazpadamuieaemcs Ha ocnoee 'OCT P 51275-2006 cneyuanucmamu
6 oonacmu ungopmayuonnoii 6ezonacnocmu. Tunoevie modenu yzpo3 npugodamca ¢ «bazoeoi
Mooenu yzpo3 6e30nacHocmu nePCoOHAIbHBIX OAHHBIX).

2.10. Onpenenenne yrpo3 6€30MacHOCTH MEPCOHAJIBHBIX JAHHBIX OCYIIECCTBIISETCS HA OCHOBE
yrBepxkaeHHor MCTOK Poccun «ba3zoBoit Mogenu yrpo3 0€30MacHOCTH TEPCOHAIBHBIX JTAHHBIX).
[Tonnsiii nepevens yrpo3 onpeaener ['OCT P 51275-2006.

e Bribop THMOBON MoOJENH Yrpo3 OCYIIECTBISIETCS B 3aBHCHUMOCTH OT TOTO, UMEIOT JIH
UCTI[JH noakmtodeHne K CeTsIM OOIIero Moiab30BaHUS M (WJIM) CETAM MEXIyHapOJHOTO
nHpOpMallMOHHOTO  OoOMEHa, a Takke OT WX CTPYKTyphl  (aBTOHOMHBIE
aBTOMAaTH3MpPOBAaHHBIE paboume MecTa, JOoKaidbHble ceTH, pacnpeaenennsie MCII[AH c
YAQICHHBIM JJOCTYIIOM).

e HaumeHnblliee KOJIMYECTBO Yrpo3 HMEIOT AaBTOMATHU3UPOBAaHHBIE paboune Mecta Hu
nokanpHbie MCII/IH, HEe moakimtodeHHbIE K ceTssM obmero nonb3oBanus. Ecau HUCI/Iu
Hepacnpeoeniennvle U coomeemcmeyiom kKnaccy K3, mo neooxooumvie meponpusamus
no 3aujume NEPCOHANLHBIX OAHHBIX MOZYM Oblmb OCyuiecmenensvl 06e3 npuejieyenus
cneyuanucmos é ooaacmu UHPOPMaAyUOHHON He30naAcHOCmU.

2.11. /Ina kaxcooii yzpo3vl, npuseoeHHOll 6 MUNOBOU MOOeENU, C/1Ie0Yent OUCHUMD 803MONCHYIO
cmenens ee peanuzayuu. Ecay oHa OoKakeTcs BBICOKOH, TO 3TO MOXET MOTPeOOBaTh MPUMEHEHUS
COOTBETCTBYIOIIUX TOTIOJHUTEIBHBIX TEXHUYECKUX CPEJICTB 3alIUThl HHPOPMAIUH.

2.12. BO3MOXXHOCTh peanu3aliiii Yrpo3bl 3aBUCHT OT wucxogHou 3amuiieHHoctd WCII[IH u
BEpPOSITHOCTH PeaTU3alNK YIPO3bl.

2.13. BeposiTHOCTh peanu3aliil yrpo3bl - OMpeNesieMblid SKCIEPTHBIM ITYTEM IIOKa3aTeb,
XapaKTEPU3YIOUIUH, HACKOJIBKO BEPOSITHOM SABIISIETCS peain3alus KOHKPETHON yrpo3bl 0€30MacCHOCTH
[T dx ps xaxmon UCITH:

® MaJOBEPOSITHO - OTCYTCTBYIOT OOBEKTHBHBIC MPEANOCHUIKA JJISI OCYIECTBICHUS yTPO3BI
(Hanpumep, OTCYTCTBYET (hHU3UIECKOE TOIKIIFOUCHHUE K CETH),

® HH3Kas BEPOATHOCTH - OOBEKTUBHBIC MPEATNIOCHUIKU ISl peain3alii yrpo3bl CYIECTBYIOT,



HO TPUHATBIE MEphl CYIIECTBEHHO 3aTPYIHSIOT €€ pealu3aluio (Hampumep, AeHCTBHUS
[IEPCOHAJIa OrOBOPEHBI B YTBEP)KIECHHOM DPEIIAMEHTE MM MMEIOTCS CPEACTBA 3alUTHI U
WHCTPYKIUHU MO UX MPUMEHEHHIO);

® cCpenHsAs BEpPOATHOCTb - OOBEKTUBHBIE MPENNOCBUIKM [UIsl peaju3alud  yrpo3bl
CYLIECTBYIOT, HO THpPUHATbIE Mepbl obecrneueHus OezonmacHoctu IIJIH HemocTaTo4HbI
(Hampumep, cpeAcTBa 3aIlIMTBl UMEIOTCSA, HO MHCTPYKIUU MO0 HMX TNPUMEHEHHIO
OTCYTCTBYIOT): BBICOKAasi BEPOSITHOCTh - OOBEKTHUBHBIE MPEINOCHUIKU ISl pealu3alun
YTPO3bI CYIIECTBYIOT M MEPHI M0 obecnieueHmnto 6e3onacHoctu [1/1H He MPUHSTHL.

2.14, WUcxopnas 3anumenHocts WCII/H ompenenseTcss B COOTBETCTBHH C YTBEPXKICHHOM
OCTIK Poccun «MeToaukoil ompeneneHus akTyalbHbIX Yrpo3 O€30MacHOCTH TMEPCOHATBHBIX
JaHHBIX TpH WX 00paboTke B HMH(POPMAIMOHHBIX CHCTEMax IEPCOHATbHBIX JaHHBIX». Pacuer
ucxoanou zammmennoctu UCIIJIH ocymecTBisercs mo tabnuiie, IpuBeaeHHON B « MeToauke...», B
3aBHCHMOCTH OT psJia oKa3aTesel, 1o KoTopeiM noapaszaensatorcs MCIIIH.

2.15. B coorBercTBUU C «METOIUKOM...» OCYIIECTBISCTCS PacueT BO3MOXKHOCTH peallu3aluu
YTPO3 U OLIEHKA UX OMACHOCTH.

OmnpenensieMblii HA OCHOBE OIPOCa SKCIIEPTOB IMOKA3aTeb ONMACHOCTH UMEET TPU 3HAUCHHUS:

HU3KAA ONACHOCMb - eCU pPeanu3auus y2po3vl MOICem npUeecmu K He3HAUUMENbHbIM
HEeZAMUGHBHIM NOCAEOCMEUAM 0J11 CYOLEKMOE NePCOHATbHLIX OAHHBIX, UMO COOMEEencmeyem
knaccy K3;

CpeoHAA ORACHOCMb - €CIIA PEAIN3alUsl YTPO3bl MOXKET MPUBECTH K HETATUBHBIM MOCIIEICTBUSIM
U1 CyOBEKTOB EPCOHANBHBIX JAHHBIX, UYTO coomeemcmaeyem Knaccy K2;
6bICOKAA ONACHOCMb - €CIHM PEAIN3alMsl YIPO3bl MOXET NPUBECTH K 3HAYMTEIbHBIM HETaTUBHBIM
MOCTIEJICTBHSIM Il CYOBEKTOB IMEPCOHANIBHBIX TAaHHBIX, UTO coomeemcmeyem Knaccy Kl.

Hugpopmayuonnvie cucmemvl, 011 KOMOpvIX Hapyuwienue 3a0AHHOU XAPAKMEPUCMUKU
Oe3onacnocmu nepcoHanbHLIX OAHHBIX, 00PAdAMBIEAEMBIX 8 HUX, HE NPUEOOUM K HecamuHbIM
nocneocmeuam 0 cyovbeKmoe nepcoHaIbHblX OAHHBIX coomeemcmeytom knaccy K4.

2.16. Ilpu wWCTONB30BaHUM THUIOBBIX MOJEIECH yrpo3 M COOTBETCTBYIOIIUX MM TpeOOBaHUH,
npuBeneHHbIX B yTBepkaeHHbIX DCTOK Poccum «OCHOBHBIX MEpONPUSTUHA IO OpraHU3alMd U
TEXHUYECKOMY O0O€CTeUeHHI0 O€30MacHOCTH TEPCOHAIBHBIX JIAHHBIX, O0OpabdaThIBaEMbIX B
MH(GOPMALIMOHHBIX CHUCTEMAaX MEPCOHANIBHBIX JTaHHBIX)» CJIEAYEeT YUYHUTHIBaTh, UYTO 6 pade cayuaes
603MOINCHOCIMU Peanu3ayuu OmoOenbHblX y2po3 Moym 0Ovimb 00/1ee GblCOKUMU U NOmMpedosams
OONOJIHUMEIbHBIX MEP 3AuiUmbl NEPCOHANbHBIX OanHnbiX. Hanmpumep, BO3MOXHOCTh pean3aluu
yIpO3 YBEIUYNBAETCS, ECIIU:

- MIOMEILEHUS HE 3alMPAOTCS;

- npu 00pabOTKe MEPCOHANBHBIX TAHHBIX UCHOIB3YIOTCS MUKPO(POH M TUHAMUKH;

- MOHMTOP HE OTBEPHYT OT OKHA U MOCETUTEIIEH;

- UCTIONB3YIOTCS] OECIIPOBOIHBIE YCTPOWCTBA, B T.4. KIIABUATyPa U MBIIIb;

- OTCYTCTBYET mapoibHas 3anmra BIOS;

- UCIONIB3YIOTCSL  CPEJICTBA CETEBOrO0  B3aMMOAECMCTBHUS 1O  AJIEKTPONPOBOJKE WU
OecTpOBOIHBIC;

- 3aIyCK HEpa3pelICHHbIX PUI0KEHU HE KOHTPOJIUPYETCS.

AKTyallbHbBIE YIPO3bl ONPENESIOTCS MO MpHUBEIeHHON B «MeToauke...» Tabauie B 3aBUCHMOCTH
OT UX OIIACHOCTHU M BO3MOXKHOCTHU peaIn3aluu.

2.17. IIpu omcymcmeuu 00nonHUmMeNbHbHIX ORACHBIX (PAKmMOpos (Hanpumep, nepevucieHHbIX)
ona nepacnpeoenennvix UCIl/[n 3 knacca ananusz yzpo3 ModCHO npogecmu npu OKOHYAMENbHOM
YmouHeHuu mpefoGanuil Ha mane 6vlOOPA U PeaIUZAUUU CUCHIEMBL 3AUUMBL NEPCOHAILHBIX
OaHHBIX.

2.18. Hcxons u3 COCTaBJICHHOTO TEpeyHsl akTyaldbHbIX yrpo3 um kiacca MCIIJIH Ha ocHOBe
yrBepxkaeHHbIXx DCTOK Poccun «Pexomenpamnuii mo obecrniedeHnio 0€30MaCHOCTH MEPCOHATBHBIX
JaHHBIX TpU UX 00paboTke B MHGOPMAIMOHHBIX CHUCTEMax MEPCOHAIbHBIX JaHHBIX» U «OCHOBHBIX
MEpPOIPHUATHIA 1O OpraHu3alud U TEXHUYECKOMY O0OecleueHuIo 0e30MacHOCTH MEePCOHAIbHBIX
JaHHBIX, 00pabaTbIBaeMbIX B MH(GOPMAIIMOHHBIX CHUCTEMaX MEPCOHATBHBIX TaHHBIX» POPMYITUPYIOTCS



KoHKpeTHbIe TpeOoBanusi mo 3ammre MCIIIH u ocymecTBiuseTcss BBHIOOpP NPOTPAaMMHBIX U
TEXHUYECKUX CPEACTB 3aIIUTHI HH()OPMAIIHH.

Botnucku u3z ookymenmos pazmeuiensvt na opuuyuanvnomn caiime @CTIK Poccuu www.fstec.
ru/_razd/_ispo. htm.

2.19. Anaim3 aKTyaJIbHOCTH yIrpo3 M 3allUTa TEPCOHAIBHBIX JaHHBIX MOTYT TakKkKe
OCYIIECTBISATHCA Ha OCHOBaHUU Memoouueckux pexomenoayuti @PCH Poccuu no obecneuenuro ¢
HOMOWIbIO KPURMOCPEOCME 0Oe30NacHOCMU NePCOHANbHbIX OaHMbIX TIpU HX 00paboTke B
MH(GOPMALIMOHHBIX CHCTEMaxX IMEPCOHATBHBIX JAHHBIX C UCIOJIB30BaHUEM CPEICTB aBTOMATHU3AIIMH.
Opmnako juist Tunoeix MCIT/IH 3 kacca B OOJIBIIMHCTBE CIIy4aeB 3TO MOTPEOYET MOMOJHUTEIBHBIX
3arpar.

2.20. Ecniu aHOMAJIbHO OMAacHbIE YIpo3bl HE BbIABIEHBL, TO 012 MCII/In 3 Knacca, Kak npaguno,
MOJHCHO OZPAHUYUMBCA MUNOBLIMU MPEOOCAHUAMU K CPEOCHEamM 3auiumosl, NPUEEOCHHLIMU 6
eévinucke u3 «OCHOGHBLIX MePONPUAMUN NO OP2AHU3AUUU U MEXHUYECKOMY obecneuenuio
Oe3onacnocmu nepPcoHANbHLIX OAHHBIX, 00PAOAMBIGAEMbIX 6 UHPOPMAUUOHHBIX CUCHEMAX
nepCoOHATbHBIX OAHHBIX)
www.fstec. ru/spravs/meropriaytiay. doc.

B noxymenre npuBosaTcs Tpu Bapuanta Tpedoanuii k UCIIJIH 3 kiacca:

- [IpU 00OHONO16308aMENbCKOM PEXUME 00paOOTKY;
- [pU MHOTOIIOJIb30BATEILCKOM peXIUMe 00pabOTKU U paeHbIX npasax 0ocmyna,
- [PU MHOTOIIOJI30BATEILCKOM peXUME 00pabOTKH U Pa3HbIX NPAGax 0ocmyna.

B nocneonem cnyuae npu nooknwouenuu k Humepnem nepacnpeodenennwvix UCII/In knacca K3
cepmupuyuposannvie medccemesvle IKPAnbl He YKA3AHbL, KAK 00A3amenvhvle. IMo cyuiecmeeHHo
YMeHbuiaem 3ampamosl HA Peaiu3ayuio CUCHeMbl 3aUUMbl NEPCOHAILHBIX OAHHbBIX, HO mpedyem
nacmpouku UCII/[u ¢ yuemom npas 0ocmyna KOHKPEMHbIX NOTb306aAMmeNell.

3. OnpenaesieHne cnoco00B NOHUKEHHUS TPeOOBAHM 110 3al[UTe
NMePCOHAJBHBIX JAHHBIX

3.1. ITo pesynbratam nepBuyHOU Kinaccudukamuu VCII[IH Bo MHOTHX Cilydasx OTHOCATCS K |
WM 2 KjaccaM, TPeOYIOIIMM CYIIECTBEHHBIX 3aTpaT W o0s3aTesibHOW arrectanuu. CyuyecmeenHo
YMeHbuumy 00sa3amenbHbvle MpPedoBaAnUA U HeO0X00uMble 3ampamsl HA 3aUiUMY NEPCOHAIbHBIX
OAHHBIX MOXMCHO nymem oobe3nruuueanusn u ceemenmuposanus UCI/[n, omknwuenus cecmenmos
HUCII/[nu om cemeii 00ueco nonv3osanus, opzanuzayuu evioeaennvix APM u op.

OcHOBHasi SKOHOMHMSI 3aTpaT JAOCTHraeTcss MpU ATOM 3a CYET OTKIIoYeHus OoT WHTepHer,
m3menenus: knaccupuxammu cermentoB MCII/ln wa K4 wmm K3 u 3ameHsl arTectandu Ha
JEKJIAPUPOBAHUE COOTBETCTBHSI, a TAKXKE 32 CUET YMEHBILIEHHUs KoJiMyecTBa 3amuinaeMbix APM B
arrectyembix UCIIJIn Boicokux knaccoB K2 u K1.

3.2. Haunyummm pe3ynbTaToM sBisseTcs obe3nnunBaHue u obocHoBanue cootrBercTtBus UCII/IH
kiaccy K4, mist koToporo Bce MepCOHalIbHBIE JAaHHBIE OTHOCSTCS K KaTreropun 4 U SBIAIOTCS
00e3TMYCHHBIMH WU OOIIEIOCTYITHBIMHU.

[Ipu »TOM HEOOXOIMMO UMETH BBULY, UTO 00BAGUMb HEPCOHANbHBIE OAHHbIE 00ULCO0CMYRHBIMU
MONbKO 6Hympu opzanuzayuu oaxce c¢ coxiacusa cyovekmos Il/[n nenvza. B COOTBETCTBHM C
®enepanbHbiM 3akoHOM Poccutickoit @enepanuu ot 27 utonsa 2007 r. Nel52-®3 «O nepcoHaIbHBIX
JAHHBIX», OOIIEIOCTYTHBIMU SIBIISIFOTCA MTEPCOHAIbHBIE JaHHBIE, TOCTYI HEOIPAaHUYEHHOTO Kpyra JIUI
K KOTOpPBIM TPEAOCTaBIeH C corjacus CyObeKTa IEepCOHAJbHBIX NaHHBIX WJIM Ha KOTOphIE B
COOTBETCTBUHM ¢ (eaepanbHBIMU 3aKOHaMU HE pacmpocTpaHsercs TpeOoBaHUE COOMIOICHUS
KoH(pUAeHIHANBEHOCTU. [l03TOMY 6 uHopmayuonnvix cucmemax 0OyxzanimepcKozo u Kaopoeozo
yuema, yyema KOHMIUH2EHMA 60CHUMAHHUKOE 00A3amenbvHo Oy0ym umemuvcs HepCOHANbHbIE
OaHHble, KOMopble He0OX00UMO 3AUULLAMD.

3.3. B smoii ceazu naubonee rppexkmusnvim snensemcsa ooesnuuusanue HCII/[n nymem
3amenvt @UO cyovekmos Il/[n na ux nuynvie KoOvl (MabeibHble HOMEPA), UCNOTIB3YEMbLE 01
A8MOMAmMU3UPOBCAHHO20 yUema é OaHHOU opzanuzayuu. CyleCTBEHHBIM
MPEUMYIIECTBOM 3TOTO CIOC00a SBISETCS BO3MOXKHOCTh HEMOCPEACTBEHHON 3ameHbl Bcex DUO



KOJJaMHd BPYYHYIO WJIM C TOMOIIBIO BCTPOEHHBIX CPEJICTB B HEJOCTYIHBIX JUISI CAMOCTOSITEIBHOM
monepuuzarun UCIIIn (1C Gyxranrepus, [lapyc u np.).

3.4. Bmopwvim no r¢pghekmusnocmu saensemca nonnoe uckniouenue uz UCI/[n ceedenuii 1
Kamezopuu, Kacarouwjuxca pacoeoil, HayUOHAIbHOU NPUHAOIEHCHOCHIU, NOTUMUYECKUX 832714008,
Penucuo3nblx u unocogckux yoexcoeHuil, COCmoAHUA 300P08bs, UHMUMHOU HcusHU. Jaxe, eciu
B neictBytomux MCIIJIH coXpaHUIuCh Takue IMOKa3aTelH, TO MX LEIeCO00pa3HO HCKIIOUYNUTH WU
CTepeTh COOTBETCTBYIOIINE UM JlaHHBIC, WJIM 3aMEHHUTh Ha YCIOBHbIE KOoAbl. IIpu neodxooumocmu
yuem nepconanwvhvix oannvix 1 kamezopuu cinedyem ocywiecmenams é popme ankem, CHpagox,
JIUYHBIX O0€l U UHBIX OOKYMEHMO06 MOIbKO HA Oymadxchvlx Hocumensax. [{ns dopmupoBaHus u
BEJICHUS CIHCKOB JIMI] C OTPAaHMYEHHBIMH BO3MOXKHOCTSIMH 3I0POBbSl KOHKPETHBIE IaHHBIE O
COCTOSIHUH 3/I0POBbSI, KaK MPaBUJIO, HE TPEOYIOTCS.

3.5. Takoce cnedyem nonnocmvro ucknrwouums u3z HCII/[n u evidenums 6 cheyuaibHoe
0e10npPouU3800CME0 C6eOeHU, OMHOCAUUECA K 20CY0apCmMEEeHHOU maiiHe.

3.6. Ilepconanvuvie Oannvie 2 Kamezopuu, no3eonawuiue uoenmugpuyuposamsv cydovekma
NEPCOHAIbHBIX OAHHBIX U ROJIYYUMb 0 HeM OOROJIHUMENbHYI0 UHpopmayuto (32 UCKIIOYCHUEM
[1/11, oTHOCsSmUXCA K KaTeropuu 1) uenecoodpasno evieecmu uz unmezpuposanuvix UCI/[n 6
omoenbHble T0KATbHbIE CUCmeMbl U OmKaouums om Uumepuem.

3.7. Ilepconanvhvle Oannble 3 Kamezopuu, HO3601AI0UWUE MOILKO UOCHMUDUUUPOSAMDb
cyOveKkma nepcoHaIbHbIX OAHHBIX, 6 3asucumocmu om odovema oannvix u knacca UCIl/[n morxcno
oode3nuuueams unu 06padamvieams 6 HEUIMEHHOM 8UOe.
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